HP Helps Organizations Identify Vulnerabilities in Web
Applications
HP WebInspect replicates and automates real-world attacks to secure applications
» 中文
HONG KONG, May 6, 2013 — HP today announced HP WebInspect 10.0, a unique
application-security solution that replicates real-world attacks through a guided testing
process, enabling organizations to develop and deliver secure web applications and
web services.
Web applications remain a substantial source of security vulnerabilities. From 2000 to
2012, four of the six most reported vulnerabilities were exploitable via the web.(1)
Thorough application security testing is proven to prevent attacks before they occur,
but many organizations lack the resources, tools and time to implement secure testing
processes. Without proper testing, these web applications may contain vulnerabilities
that can be easily exploited by attackers.
HP WebInspect 10.0 is an automated, configurable application security solution that
dynamically tests web applications and web services to quickly and accurately identify
exploitable security vulnerabilities. With HP WebInspect 10.0, security teams can
efficiently manage test results and distribute actionable security intelligence and
remediation guidance early in the development process. HP WebInspect 10.0 also
improves secure application development by enabling security teams to share best
practices to protect key entry points from attack.
“To effectively build safe and secure web applications, organizations need to be
thinking about and testing for critical threats from the onset of development,” said
Steve Yao, general manager of North Asia, Enterprise Security Products,
Hewlett-Packard Company. “HP WebInspect 10.0 empowers clients to become
proactive in their security efforts, rather than reacting to attacks after they happen, by
simulating attacks to identify vulnerabilities early on and preventing breaches long
before they occur.”
HP WebInspect 10.0 includes the new Guided Scan, a unique interactive testing
process based on a patent-pending Adaptive Component Recognition technique for
analyzing modern complex web applications and JavaScript. Guided Scan leads
novice users and professional security testers alike in adapting tests to specific
scenarios in custom environments where test configuration is difficult to troubleshoot.

This provides better handling of complex scenarios like detecting proxy
misconfiguration or network authentication.
HP WebInspect 10.0 also includes enhancements to workflow recording that allow the
logging of application interactions by users and the tracking of business processes
tied to the application being tested, making the latest version more intuitive and
thorough.
HP WebInspect 10.0 includes integration with leading web application firewalls and
with HP TippingPoint intrusion prevention system to streamline application-layer
protections against vulnerabilities found in production or in third-party applications.
Pricing and availability
HP WebInspect 10.0 starts at HK$36,000 and is licensed per application, named user
or concurrent user. It is available through HP and HP channel partners.
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HP’s premier client events take place in June: HP Discover, June 11-13 in Las Vegas;
HP World Tour, June 24-25 in Beijing.

(1) According to the 2012 HP Cyber Risk Report.
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About HP
HP creates new possibilities for technology to have a meaningful impact on people,
businesses, governments and society. The world’s largest technology company, HP brings
together a portfolio that spans printing, personal computing, software, services and IT
infrastructure to solve customer problems. More information about HP (NYSE: HPQ) is
available at http://www.hp.com.hk.
This news release contains forward-looking statements that involve risks, uncertainties and
assumptions. If such risks or uncertainties materialize or such assumptions prove incorrect,
the results of HP and its consolidated subsidiaries could differ materially from those expressed
or implied by such forward-looking statements and assumptions. All statements other than
statements of historical fact are statements that could be deemed forward-looking statements,
including but not limited to statements of the plans, strategies and objectives of management
for future operations, including execution of growth strategies, transformation initiatives and
restructuring plans; any statements concerning expected development, performance or market
share relating to products and services; any statements regarding anticipated operational and
financial results; any statements of expectation or belief; and any statements of assumptions
underlying any of the foregoing. Risks, uncertainties and assumptions include macroeconomic
and geopolitical trends and events; the competitive pressures faced by HP’s businesses; the
development and transition of new products and services (and the enhancement of existing
products and services) to meet customer needs and respond to emerging technological trends;
the execution and performance of contracts by HP and its customers, suppliers and partners;
the protection of HP’s intellectual property assets, including intellectual property licensed from
third parties; integration and other risks associated with business combination and investment
transactions; the hiring and retention of key employees; expectations and assumptions relating
to the execution and timing of growth strategies, transformation initiatives and restructuring
plans; the resolution of pending investigations, claims and disputes; and other risks that are
described in HP’s Quarterly Report on Form 10-Q for the fiscal quarter ended July 31, 2011
and HP’s other filings with the Securities and Exchange Commission, including but not limited
to HP’s Annual Report on Form 10-K for the fiscal year ended October 31, 2010. HP assumes
no obligation and does not intend to update these forward-looking statements.
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